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1. Introduction
[bookmark: Proposal_Pattern_Length]In RAN2#104 meeting, LS received from SA3 on the integrity protection of UL data in EDT was briefly discussed and the reply LS was sent in [R2-1818666] with following response.
 RAN2 did not have time to analyse the detail of this proposal and investigate the impacts in RAN2 specifications

SA3 has again sent a new LS to RAN2 in [R2-1900088] providing a list of solutions for the integrity protection of UL data in EDT. However, RAN2 sent LS reply to SA3 in [R2-1902439] with feedback that option#3 has large specification impact and complexity and are not preferred. On the other hand, RAN3 sent LS reply in [R3-191116] with feedback that option#1 and option#2 are not feasible as target eNB would not have UE context before verification of shortResumeMAC-I.
In this contribution, we highlight the impact of options#1, 2 and 3 and provide a possible way forward.
1. Discussion
In SA3 LS [R2-1900088], the following solutions are provided for IP of UL EDT and asked RAN2 for the feedback.
Option 1: Predefined order of the HASHes of the PDCP PDUs 
Using a predefined order rule which defines the order in which the HASHes of the PDCP PDUs are used when calculating the ShortResumeMAC-I. 
For example, the predefined order rule can be as “Increasing DRB ID followed by increasing PDCP SN”. This could be done on just the transmitted LSBs of PDCP SN or the complete PDCP SN as long as it is clearly specified which one. As an example; in case we have DRB1-ID=10 and DRB2-ID=13, then the order of HASHes should be as follows for 3 PDCP PDUs. PDCP PDU1 (DRB-ID=10, PDCP SN=0), PDCP PDU2 (DRB-ID=10, PDCP SN=1), PDCP PDU3 (DRB-ID=13, PDCP SN=0). Therefore, the order of VarShortResumeMAC-Input parameters can be defined as follows:
C-RNTI, source PCI, resume constant, target Cell-ID, HASHPDU1, HASHPDU2, and HASHPDU3.
Option 2: Order of PDCP PDUs HASHes communicated to eNB
This solution requires changes to ASN.1 where the UE informs the eNB with the order of the PDCP PDUs HASHes.
Option 3: Calculate a single HASH over all the UE UL data, e.g., after all PDCP PDUs have been assembled in the MAC layer.

RRC/MAC impact
In LTE including eLTE (LTE UE using NR PDCP), integrity protection of user plane data is not supported. Therefore, any solution requires a change in UE behavior and would not be compatible with legacy eNBs. Today RRC first calculates the shortResumeMAC-I before PDCP is restored and includes it in RRCConnectionResumeRequest message. With the new solutions provided by SA3, RRC would need to delay the shortResumeMAC-I calculation until PDCP is restored, new AS keys are derived and integrity protection and ciphering in the PDCP layer is resumed. It is because, as per solution provided by SA3, the HASH code needed in the calculation of shortResumeMAC-I is calculated from the PDCP PDU which is already processed by PDCP (i.e., ciphered).
Today, MAC entity assembles the MAC SDUs only when LCP is performed based on the received UL grant size. The option#3 (solution provided in SA3 LS) additionally requires the MAC entity to assemble all the SDUs without receiving RAR. As indicated the option#2 additionally requires signaling overhead to convey the order of the PDCP PDU HASHes.
[bookmark: _Toc736565][bookmark: _Toc736893][bookmark: _Toc736976][bookmark: _Toc796776][bookmark: _Toc797032][bookmark: _Toc797946][bookmark: _Toc798132][bookmark: _Toc798190][bookmark: _Toc807533][bookmark: _Toc810912][bookmark: _Toc811148][bookmark: _Toc1072738][bookmark: _Toc1073037][bookmark: _Toc6409363][bookmark: _Toc6410516][bookmark: _Toc6411584][bookmark: _Toc6411693][bookmark: _Toc6411967]Integrity protection of EDT UL data is a non-backward compatible change. This also requires a change in the RRC/PDCP/MAC layer modelling.
After PDCP PDUs have been processed, the PDCP needs to calculate the HASH code and inform RRC. The RRC can now calculate the new shortResumeMAC-I and include it in the RRC message and forward it to lower layer for transmission. However, EDT is canceled and UE fallbacks to legacy resume procedure if the UE receives legacy UL grant in RAR. In this case, UE cannot send the EDT data and needs to update the Msg3 PDU to send only the RRC message.
However, updating the Msg3 PDU requires updating the RRC message itself because the new shortResumeMAC-I needs to be replaced with the legacy shortResumeMAC-I (calculated with legacy input parameters). Due to timing requirement after receiving the RAR, UE may not have sufficient time to reconstruct a new RRC message.
[bookmark: _Toc736566][bookmark: _Toc736894][bookmark: _Toc736977][bookmark: _Toc796777][bookmark: _Toc797033][bookmark: _Toc797947][bookmark: _Toc798133][bookmark: _Toc798191][bookmark: _Toc807534][bookmark: _Toc810913][bookmark: _Toc811149][bookmark: _Toc1072739][bookmark: _Toc1073038][bookmark: _Toc6409364][bookmark: _Toc6410517][bookmark: _Toc6411585][bookmark: _Toc6411694][bookmark: _Toc6411968]For options#1, 2 and 3 in case of EDT fallback due to legacy UL grant in RAR, the new shortResumeMAC-I needs to be replaced with legacy shortResumeMAC-I and UE may not have sufficient time to calculate the legacy shortResumeMAC-I and construct the new RRCConnectionResumeRequest message.
As indicated in RAN2 LS [R2-1902439], option#3 has a significant impact in the RRC/MAC modeling as today it is not possible to build a MAC PDU without constructing RRC message and receiving the UL grant in RAR. Therefore, calculating HASH ID from the MAC PDU is currently not feasible. 
[bookmark: _Toc6409365][bookmark: _Toc6410518][bookmark: _Toc6411586][bookmark: _Toc6411695][bookmark: _Toc6411969]option#3 has a significant impact in the RRC/MAC modelling as today it is not possible to build a MAC PDU without constructing RRC message and receiving the UL grant in RAR
In addition to RRC/MAC modeling impact, for option#1 and option#2, as indicated in RAN3 LS [R3-191116], it has significant network impact. When target eNB receives the RRC connection resume request message with UL EDT data, it won’t be able to calculate the HASH ID of the UL EDT data as it would not have the UE’s context available to know the correct RLC/PDCP header size used in the UL data. Therefore, integrity protection cannot be verified, and this solution is currently not feasible.
[bookmark: _Toc6409366][bookmark: _Toc6410519][bookmark: _Toc6411587][bookmark: _Toc6411696][bookmark: _Toc6411970]In addition to significant impact to RRC/MAC modelling, for option#1 and option#2, target eNB won’t be able to calculate HASH ID from the UL data as UE context won’t be available.
Way forward
The impact to RRC modeling can be minimized if the HASH code of the UL PDU at the UE is calculated after new AS keys have been derived and integrity protection and ciphering have been resumed by RRC. The RRC layer/PDCP layer calculates a new shortResumeMAC-EDT-I with legacy input parameters plus the HASH code (i.e., C-RNTI, source PCI, resume constant, target Cell-ID, HASHPDU) using newly derived KRRCint and all input bits for COUNT, BEARER, and DIRECTION set to binary ones. The upper layer (e.g., RRC/PDCP) can deliver the new shortResumeMAC-EDT-I to lower layers for transmission (e.g., via a MAC control element).  RRCConnectionResumeRequest shall include legacy ShortResumeMAC-I, and then MAC layer shall include ShortResumeMac-EDT-I as provided by upper layers.  There will be no issue in case of fallback because if DTCH SDU is not present, the new shortResumeMAC-EDT-I  (e.g., MAC CE) will not be included.
[bookmark: _Toc736567][bookmark: _Toc736895][bookmark: _Toc736978][bookmark: _Toc796778][bookmark: _Toc797034][bookmark: _Toc797948][bookmark: _Toc798134][bookmark: _Toc798192][bookmark: _Toc807535][bookmark: _Toc810914][bookmark: _Toc811150][bookmark: _Toc1072740][bookmark: _Toc1073039][bookmark: _Toc6409367][bookmark: _Toc6410520][bookmark: _Toc6411588][bookmark: _Toc6411697][bookmark: _Toc6411971]The impact to RRC procedure can be minimized if upper layer (e.g., RRC/PDCP) calculates the new 16 bit or 8-bit shortResumeMAC-EDT-I and delivers it to lower layers for transmission (e.g., via a MAC CE).
This solution adds one or two bytes of overhead in the air interface; however, considering this is used only when UL EDT data is transmitted, the overhead is not a significant issue. As described in figure 1, UE adds the new 8/16 bit MAC-I and transmits together with the legacy RRC message and EDT UL data. In the network side, the target eNB follows the legacy procedure to derive the new AS keys after source eNB verifies the legacy shortResumeMAC-I and provides UE context and security context. However, just before initiating the path switch and forwarding the UL EDT data to S-GW, the target eNB now verifies the integrity protection of UL EDT data using the new 8/16 bit MAC-I. 
If the integrity protection check is successful, the eNB completes the path switch, forwards the UL data to S-GW and sends EDT complete message to UE. Otherwise, the target eNB sends error (IP protection fail) indication to source and source eNB assumes UE’s request is rejected and keeps the UE’s context. The target eNB also sends RRCReject message to UE indicating the EDT was not successful.





The benefits of this solution are
1. impact to RRC/MAC modeling is minimum (only RRC/MAC interaction on calculating the HASH ID and new MAC-I)
2. This solution works in case of fallback to legacy (when a fallback to legacy, UE shall send only the legacy shortResumeMAC-I calculated without HASH ID from data).
3. Impact on the network is least.
[bookmark: _Toc736568][bookmark: _Toc736896][bookmark: _Toc736979][bookmark: _Toc796780][bookmark: _Toc797950][bookmark: _Toc798136][bookmark: _Toc807537][bookmark: _Toc810916][bookmark: _Toc811152][bookmark: _Toc1072742][bookmark: _Toc1073041][bookmark: _Toc6409368][bookmark: _Toc6410521][bookmark: _Toc6411603][bookmark: _Toc6411698][bookmark: _Toc6411972]SA3 agree on a new shortResumeMAC-EDT-I calculation using parameters including new KRRCint, and HASH ID of UL EDT data is checked by target eNB before sending UE context resume request to MME.
[bookmark: _Toc6410522][bookmark: _Toc6411604][bookmark: _Toc6411699][bookmark: _Toc6411973]Send LS to RAN2 if it is feasible to calculate new shortResumeMAC-EDT-I and send it by multiplexing with legacy RRCConnectionResumeRequest message and UL EDT data.
1. Conclusion
The observations captured are the following:
Observation 1.	Integrity protection of EDT UL data is a non-backward compatible change. This also requires change in the RRC/PDCP/MAC layer modelling.
Observation 2.	For options#1, 2 and 3 in case of EDT fallback due to legacy UL grant in RAR, the new shortResumeMAC-I needs to be replaced with legacy shortResumeMAC-I and UE may not have sufficient time to calculate the legacy shortResumeMAC-I and construct the new RRCConnectionResumeRequest message.
Observation 3.	option#3 has significant impact in the RRC/MAC modeling as today it is not possible to build a MAC PDU without constructing RRC message and receiving the UL grant in RAR
Observation 4.	In addition to significant impact to RRC/MAC modelling, for option#1 and option#2, target eNB won’t be able to calculate HASH ID from the UL data as UE context won’t be available.
Observation 5.	The impact to RRC procedure can be minimized if upper layer (e.g., RRC/PDCP) calculates the new 16 bit or 8 bit shortResumeMAC-I and delivers it to lower layers for transmission (e.g., via a MAC CE).
The proposal captured are the following:
Proposal 1.	SA3 agree on a new shortResumeMAC-EDT-I calculation using parameters including new KRRCint and HASH ID of UL EDT data is checked by target eNB before sending UE context resume request to MME.
Proposal 2.	Send LS to RAN2 if it is feasible to calculate new MAC-I and send it by multiplexing with legacy RRCConnectionResumeRequest message and UL EDT data.
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